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Responding to data breaches checklist

Data breaches include unauthorised, unlawful processing, accidental loss, destruction or damage of personal data. 

Organisations should consider organisational (systems and processes) or technical arrangements for ensuring security and assess the risk of likelihood/severity to the rights/freedoms of individual.

Temporary loss/availability should be notified if it impacts immediately on rights.

Actions include:

· Identify breach – review reasons and establish corrective actions, including HR if there is concerns regarding negligence or neglect

· Assess risk to rights/freedoms of individuals – inform and ensure safety and protection of rights

· Notify ICO within 72 hours after becoming aware of breach. Notification to include: 

· Nature of breach and any special categories e.g. children/vulnerable people

· Contact details in organisation (DPO)

· Likely consequences

· Measures taken/proposed to mitigate potential consequences of breach

· Document notification 

· Processors of data (e.g. IT providers) need to inform organisation of breaches without delay (72 hours) and also separately notify ICO. 
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